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POLICY

The Commonwealth of Virginia has adopted both statutory law and rules and regulations that
govern the security, privacy, and dissemination of adult and juvenile arrest record information.
These laws, rules, and regulations also pertain to the physical area where record information is
collected, processed, and stored. The York-Poquoson Sheriff's Office will, at all times, comply
with these laws, rules and regulations. It is imperative that all personnel, especially those
assigned to the records function, understand and comply with this general order.

PURPOSE

The purpose of this general order is to establish guidelines to insure the security, privacy, and
proper dissemination of adult and juvenile arrest record information, by all personnel of the
York-Poguoson Sheriff's Office.

PROCEDURES

e Definitions:
o Central Criminal Records Exchange (CCRE)
= Arepository in the Commonwealth, operated by the Virginia Department of State
Police, which receives, identifies and maintains individual criminal history
records from criminal justice agencies throughout the state.

o Criminal History Records Information (CHRI)
= Records and data collected by criminal justice agencies on adult individuals
consisting of identifiable descriptions and notations of arrests, detention,
indictments, information, or other formal charges, and any disposition arising
there from. The term shall not include:
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Juvenile record information on which is controlled by Section,16.1-299 Code
of Virginia,

Criminal justice intelligence information,

Criminal justice investigative information, or

Correctional status information.

X/ 7 X/
L X GIR X X 4

Conviction Data
= Information in the custody of any criminal justice agency relating to a judgment
of conviction, and the consequences arising therefrom, in any court.

Dissemination
= Any transfer of information, whether orally, in writing, or by electronic means.
The term does not include:
%+ Access to the information by officers or employees of a criminal justice
agency maintaining the information who have both a need and right to the
information.

Expunge
= Removal of specific criminal history information, as identified by a court order
from routine inspection or access.

Public Service Company
= |n accordance with Section 56-1, Code of Virginia, Public Service Corporations
include the following companies:
» Gas,
Pipeline,
Electric light, heat and power
Water supply,
Sewer,
Telephone, and
All persons authorized to transport passengers or property as a common-
carrier.
» Itexcludesall:
v Municipal corporations,
v' Other political subdivisions, or
v Public institutions owned or controlled by the Commonwealth.

DS
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o Seal

= Physically secure in order to prevent inspection, except where specified by court
order.

Responsibilities
o Persons authorized to release criminal history information shall be responsible for

following all laws and regulations pertaining to the dissemination of said information.
= The criminal records system shall be compatible with and maintained according
to the requirements of the Virginia Central Criminal Records Exchange.
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o Twenty-four (24) hours a day accessibility will be maintained for criminal record
inquiry through NCIC/VCIN.

o Supervisors shall insure that security measures are followed to provide maximum
security of criminal history record information.

o Unauthorized persons will not be allowed to enter areas, unescorted, where CCRE or
Criminal History information can be observed from computer screens or from
printouts.

o All Sheriff’s Office Personnel shall insure that:
= Criminal History Record Information inquiries are processed in accordance with

state laws and rules and regulations.
= Juvenile Arrest records are collected, disseminated, retained, and disposed of in
accordance with state law and schedules.
= Juvenile records involving violations of the law shall be kept separated-and
protected from disclosure to unauthorized persons in accordance with this policy
and Section 16.1-301,Code of Virginia.
% Records of motor vehicle law violations by juveniles are exempted from the
requirements of Section 16.0-301, Code of Virginia.

Security

o Access to the Sheriff's Office's record cabinets, where criminal history record
information is stored shall be limited to those personnel authorized by the Sheriff.

o Security will be provided to all NCIC/VCIN terminals in accordance with
NCIC/VCIN guidelines.

o Printouts of criminal history information/files shall be kept in secure storage locations
and destroyed when no longer needed.

o Criminal history information maintained in electronic format will be secured
according to Sheriff’s Office and County computer policies and deleted when no
longer needed.

Retention of Arrest Information
o All Sheriff’s Office records, including criminal history, and adult and juvenile arrest
records shall be maintained using retention and disposition schedules, as approved by
the Library of Virginia, Records Management Division.
= Adult arrest information will be retained for the specified length of time then
disposed of as directed in the schedules.

Procedures and Criteria for the Release of Adult Criminal Records

o All Criminal History Record Information shall be disseminated in accordance with
the provisions of Section 19.2-389, Code of Virginia.

o The following is, a non all inclusive, list of entities that may request the dissemination
of adult criminal history information:

= Authorized officers or employees of criminal justice agencies, as defined by

Section 9.1-101, Code of Virginia, for purposes of the administration of criminal
justice and the screening of an employment application or review of employment

Page 3 of 12


https://law.lis.virginia.gov/vacode/title16.1/chapter11/section16.1-301/
https://law.lis.virginia.gov/vacode/title16.1/chapter11/section16.1-301/
https://law.lis.virginia.gov/vacode/title19.2/chapter23/section19.2-389/
https://law.lis.virginia.gov/vacode/9.1-101/

130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175

by a criminal justice agency with respect to its own employees or applicants, and
dissemination to the Virginia Parole Board, pursuant to this subdivision, of such
information on all state-responsible inmates for the purpose of making parole
determinations pursuant to subdivisions 1, 2, 3, and 5 of Section 53.1-136, Code
of Virginia, shall include collective dissemination by electronic means every 30
days.
¢ For purposes of this subdivision, criminal history record information includes
information sent to the Central Criminal Records Exchange pursuant to
Sections 37.2-819 and 64.2-2014, Code of Virginia, when disseminated to any
full-time or part-time employee of the State Police, a police department or
sheriff's office that is a part of or administered by the Commonwealth or any
political subdivision thereof, and who is responsible for the prevention and
detection of crime and the enforcement of the penal, traffic or highway laws
of the Commonwealth for the purposes of the administration of criminal
justice;

Such other individuals and agencies that require criminal history record
information to implement a state or federal statute or executive order of the
President of the United States or Governor that expressly refers to criminal
conduct and contains requirements or exclusions expressly based upon such
conduct, except that information concerning the arrest of an individual may not be
disseminated to a noncriminal justice agency or individual if an interval of one
year has elapsed from the date of the arrest and no disposition of the charge has
been recorded and no active prosecution of the charge is pending;

Agencies of state or federal government that are authorized by state or federal
statute or executive order of the President of the United States or Governor to
conduct investigations determining employment suitability or eligibility for
security clearances allowing access to classified information;

Individuals and agencies where authorized by court order or court rule;

Agencies of any political subdivision of the Commonwealth, public transportation
companies owned, operated or controlled by any political subdivision, and any
public service corporation that operates a public transit system owned by a local
government for the conduct of investigations of applicants for employment,
permit, or license whenever, in the interest of public welfare or safety, it is
necessary to determine under a duly enacted ordinance if the past criminal
conduct of a person with a conviction record would be compatible with the nature
of the employment, permit, or license under consideration;

Public or private agencies when authorized or required by federal or state law or
interstate compact to investigate (i) applicants for foster or adoptive parenthood or
(i1) any individual, and the adult members of that individual's household, with
whom the agency is considering placing a child or from whom the agency is
considering removing a child due to abuse or neglect, on an emergency,
temporary, or permanent basis pursuant to Sections 63.2-901.1 and 63.2-1505,
Code of Virginia, subject to the restriction that the data shall not be further
disseminated to any party other than a federal or state authority or court as may be
required to comply with an express requirement of law;
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To the extent permitted by federal law or regulation, public service companies as
defined in Section 56-1, Code of Virginia, for the conduct of investigations of
applicants for employment when such employment involves personal contact with
the public or when past criminal conduct of an applicant would be incompatible
with the nature of the employment under consideration;

A person requesting a copy of his own criminal history record information as
defined in Section 9.1-101, Code of Virginia at his cost, except that criminal
history record information shall be supplied at no charge to a person who has
applied to be a volunteer with:

% A Virginia affiliate of Big Brothers/Big Sisters of America;

A volunteer fire company;

The Volunteer Emergency Families for Children;

Any affiliate of Prevent Child Abuse, Virginia;

Any Virginia affiliate of Compeer; or

Any board member or any individual who has been offered membership on
the board of a Crime Stoppers, Crime Solvers or Crime Line program as
defined in Section 15.2-1713.1, Code of Virginia.

) ) o 7 X/
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Administrators and board presidents of and applicants for licensure or registration
as a child welfare agency as defined in Section 63.2-100, Code of Virginia, for
dissemination to the Commissioner of Social Services' representative pursuant to
Section 63.2-1702, Code of Virginia, for the conduct of investigations with
respect to employees of and volunteers at such facilities, caretakers, and other
adults living in family day homes or homes approved by family day systems, and
foster and adoptive parent applicants of private child-placing agencies, pursuant
to Sections 63.2-1719, 63.2-1720, 63.2-1720.1, 63.2-1721, and 63.2-1721.1, Code
of Virginia, subject to the restriction that the data shall not be further disseminated
by the facility or agency to any party other than the data subject, the
Commissioner of Social Services' representative or a federal or state authority or
court as may be required to comply with an express requirement of law for such
further dissemination;

The school boards of the Commonwealth for the purpose of screening individuals
who are offered or who accept public school employment and those current
school board employees for whom a report of arrest has been made pursuant to
Section 19.2-83.1, Code of Virginia.

The Virginia Lottery for the conduct of investigations as set forth in the Virginia
Lottery Law, and the Department of Agriculture and Consumer Services for the
conduct of investigations as set forth in Article 1.1:1 Section 18.2-340.15, Code
of Virginia, Chapter 8 of Title 18.2;

Licensed nursing homes, hospitals and home care organizations for the conduct of
investigations of applicants for compensated employment in licensed nursing
homes pursuant to Section 32.1-126.01, Code of Virginia, hospital pharmacies
pursuant to Section 32.1-126.02, Code of Virginia, and home care organizations
pursuant to Section 32.1-162.9:1, Code of Virginia subject to the limitations set
out in subsection E;
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Licensed assisted living facilities and licensed adult day care centers for the
conduct of investigations of applicants for compensated employment in licensed
assisted living facilities and licensed adult day care centers pursuant to

Section 63.2-1720, Code of Virginia subject to the limitations set out in
subsection F;

The State Board of Elections and authorized officers and employees thereof and
general registrars appointed pursuant to Section 24.2-110, Code of Virginia, in the
course of conducting necessary investigations with respect to voter registration,
limited to any record of felony convictions;

The Commissioner of Behavioral Health and Developmental Services for those
individuals who are committed to the custody of the Commissioner pursuant to
Sections 19.2-169.2, 19.2-169.6, 19.2-182.2, 19.2-182.3, 19.2-182.8, and 19.2-
182.9, Code of Virginia, for the purpose of placement, evaluation, and treatment
planning;

Residential facilities for juveniles regulated or operated by the Department of
Social Services, the Department of Education, or the Department of Behavioral
Health and Developmental Services for the purpose of determining applicants'
fitness for employment or for providing volunteer or contractual services;

The Department of Behavioral Health and Developmental Services and facilities
operated by the Department for the purpose of determining an individual's fitness
for employment pursuant to departmental instructions;

Pursuant to Section 22.1-296.3, Code of Virginia, the governing boards or
administrators of private elementary or secondary schools which are accredited
pursuant to Section 22.1-19, Code of Virginia, or a private organization
coordinating such records information on behalf of such governing boards or
administrators pursuant to a written agreement with the Department of State
Police;

Members of a threat assessment team established by a local school board pursuant
to Section 22.1-79.4, Code of Virginia, by a public institution of higher education
pursuant to Section 23.1-805, Code of Virginia, or by a private nonprofit
institution of higher education, for the purpose of assessing or intervening with an
individual whose behavior may present a threat to safety; however, no member of
a threat assessment team shall re-disclose any criminal history record information
obtained pursuant to this section or otherwise use any record of an individual
beyond the purpose that such disclosure was made to the threat assessment team;
Executive directors of community services boards or the personnel director
serving the community services board for the purpose of determining an
individual's fitness for employment, approval as a sponsored residential service
provider, or permission to enter into a shared living arrangement with a person
receiving medical assistance services pursuant to a waiver pursuant to

Sections 37.2-506 and 37.2-607, Code of Virginia.

Executive directors of behavioral health authorities as defined in Section 37.2-
600, Code of Virginia, for the purpose of determining an individual's fitness for
employment, approval as a sponsored residential service provider, or permission
to enter into a shared living arrangement with a person receiving medical
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assistance services pursuant to a waiver pursuant to Sections 37.2-506 and 37.2-
607, Code of Virginia.

= The Commissioner of Social Services for the purpose of locating persons who
owe child support or who are alleged in a pending paternity proceeding to be a
putative father, provided that only the name, address, demographics and social
security number of the data subject shall be released,;

= Authorized officers or directors of agencies licensed pursuant to Article 2
Section 37.2-403, Code of Virginia , by the Department of Behavioral Health and
Developmental Services for the purpose of determining if any applicant who
accepts employment in any direct care position or requests approval as a
sponsored residential service provider or permission to enter into a shared living
arrangement with a person receiving medical assistance services pursuant to a
waiver has been convicted of a crime that affects his fitness to have responsibility
for the safety and well-being of individuals with mental illness, intellectual
disability, or substance abuse pursuant to Sections 37.2-416, 37.2-506, and 37.2-
607, Code of Virginia;

= Any employer of individuals whose employment requires that they enter the
homes of others, for the purpose of screening individuals who apply for, are
offered, or have accepted such employment;

= Public agencies when and as required by federal or state law to investigate
applicants as providers of adult foster care and home-based services or any
individual with whom the agency is considering placing an adult on an
emergency, temporary, or permanent basis pursuant to Section 63.2-1601.1, Code
of Virginia, subject to the restriction that the data shall not be further disseminated
by the agency to any party other than a federal or state authority or court as may
be required to comply with an express requirement of law for such further
dissemination, subject to limitations set out in subsection G;

= Bail bondsmen, in accordance with the provisions of Section 19.2-120, Code of
Virginia;

= The Department of Social Services and directors of local departments of social
services for the purpose of screening individuals seeking to enter into a contract
with the Department of Social Services or a local department of social services for
the provision of child care services for which child care subsidy payments may be
provided;

= The Department of Juvenile Justice to investigate any parent, guardian, or other
adult members of a juvenile's household when completing a pre-dispositional or
post-dispositional report required by Section 16.1-273, Code of Virginia, or a
Board of Juvenile Justice regulation promulgated pursuant to Section 16.1-233
Code of Virginia; and

Persons requesting the dissemination of Criminal History Record Information, which
is reported to the Central Criminal Record Exchange such as class I, Il misdemeanor,
felonies shall be provided a Criminal History Record Request form and instructed to
make a direct inquiry.

If there are any questions regarding to whom information can be released, one of the
following avenues should be taken:
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= Check with the Sheriff or his designee.
= Ask the requesting company or persons to submit a copy of the federal/state
statute or court order permitting them access to the information.

e Dissemination for Employment

(@]

Requests for criminal history record information by prospective employers, except

those specifically authorized by law, may be honored by the Records Section subject

to the following conditions:

= The offenses concerned are not required to be reported to CCRE.

= The prospective employer must furnish the records clerk with a signed, notarized
statement from the individual concerned, requesting the release of information.
% Requests for offenses reportable to CCRE will be referred to CCRE, without

confirming or denying the existence of a record.

e Challenge to Criminal History Records Information

o

o

In Accordance with Section 9.1-132, Code of Virginia, any individual, or attorney-at-
law acting for the individual, who believes the criminal history information being
maintained about him by the arresting law enforcement agency, in the case of
offenses not required to be reported to the CCRE, shall have the right to inspect the
criminal history information at the arresting law enforcement agency.
» The individual may request one of the following:

% The incorrect record be purged,

¢ The incorrect record be modified, or

¢+ The incorrect record be supplemented.

All requests to challenge a criminal history record, maintained by the York-Poquoson
Sheriff’s Office shall be referred to the Administrative Division Commander who
shall proceed as specified in Section 9.1-132, Code of Virginia.
= The Administrative Division Commander shall investigate the Criminal History
record an do one of the following:
%+ Decline to act due to the record being correct,
¢+ Purge the record if determined to be entered for the wrong person,
% Modify the record with the correct information,
% Supplement the record with additional information if found to be incomplete.

X/

If after action by the Administrative Division Commander is competed and the

individual still feels the record is still inaccurate or incomplete, the individual may

make a written request to the Criminal Justice Services Board for review.

= Following the review by the Criminal Justice Services Board the Administrative
Division Commander shall take such action as determined by the Board.

In the event an error in criminal history records maintained is detected, all known
copies of the record shall be corrected.

The Administrative services Division Commander shall, in addition to the individual
challenging the criminal history record, notify all agencies and individuals who have
received the inaccurate criminal history record of the correction.
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Expungement

©)
@)

(@]

Records may be expunged by court order.
The Administrative Services Division Commander or his designee shall be
responsible for carry out the order of expungement.
In the event an order of expungement is received, all records of the arrest will be
placed in an envelope and sealed.
These records include, if applicable:
» The CCRE form,
= Fingerprint cards from the expunged charge,
= Photos from the expunged charge,
= The arrest report from the expunged charge,
= The offense report related to the expunged charge,
%+ Offense reports for expunged charges shall be handled as follows:
> A copy of the report shall be printed and included in the expungement file.
> If the arrestee is the only listed suspect, offender or arrestee for the
expunged charge, the offense report shall be deleted.
> If there are other suspects, offender or arrestees listed in the offense report
for the expunged charge, all references to the name of person the
expungement is order for shall be redacted and replaced with “Expunged”

= The court order, and
= All other documents, which pertain to the charge or arrest. 2.

This envelope shall be placed in a locked container under the control of the

Administrative Services Division.

Access to the keys to the locked container shall be limited to:

= The Sheriff,

= The Chief Deputy,

= The Administrative Services Division Commander, and

* The Administrative Assistant or Sheriff’s Office employee responsible for the
security of personnel records.

The Administrative Services Division Commander or his designee is responsible for
maintaining a corresponding numerical and name index to identify these sealed
documents.
Section 19.2-392.3, Code of Virginia makes it a Class 1 misdemeanor for anyone,
who has access to an expunged law enforcement or court record, to open, review or
disclose to another person any information from it without a court order from the
court which ordered the record expunged.
= The Commonwealth Attorney may request the court to unseal an expunged
record, via an ex parte order, for review only under the following conditions:
« The record is needed by a law enforcement agency for the purposes of
employment application,
¢ Immediate access to the record is needed for a pending criminal investigation
and that if not accessed:
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» The investigation will be jeopardized, or
» That life and property will be endangered.

= In the event the court issues an ex parte order, without notice to the person, the
record may be reviewed but not copied.

Retention of Juvenile Arrest Information

(@]

Juvenile fingerprint cards, photographs, authorized for retention, shall be separately
maintained from adult files in accordance with Section 16.1- 299, Code of Virginia.
= A copy of all fingerprints and photographs of juveniles arrested for delinquent
acts shall be provided to the juvenile court.
= Fingerprint cards and photographs may be retained when the court finds that a
juvenile of any age is:
% Convicted of a Felony,
% Adjudicated delinquent of an offense that would be a felony if committed by
an adult,
¢+ Has a case which would be a felony if committed by an adult that is dismissed
pursuant to a deferred disposition, or
¢ Is convicted or adjudicated delinquent of any other offense for which a report
to the CCRE is required, if the offense were committed by an adult.

All copies of Fingerprint cards and photographs shall be destroyed 60 days after

being taken when:

= No petition is filed against a juvenile whose fingerprints or photographs have
been taken in connection with an alleged violation of law.

= If a juvenile charged with a delinquent act, other than a felony or ancillary thereto,
is found not guilty or in any other case resulting in a disposition for which
fingerprints are not required to be forwarded to the CCRE, the court shall order
that the fingerprint card, all copies of the fingerprint card and all photographs be
destroyed within six (6) months of the date of disposition.

Other Juvenile Law Enforcement Records

o

Section 16.1-301, Code of Virginia, require that all law enforcement agencies take
special precautions to ensure that law enforcement records concerning a child are
protected against disclosure to any unauthorized person and that confidentially of
certain juvenile records are maintained.
= Records involving violations of the law by juveniles shall not be open to public
inspection or their contents disclosed to the public.
% The only exception to the above is:
» When a juvenile 14 years of age or older, and
» Charged with a violent felony, and
» Is being tried as an adult in accordance with Section 16.1-269.1, Code of
Virginia.

Juvenile arrest information/records may be disseminated to the following
individuals/agencies:

Page 10 of 12


https://law.lis.virginia.gov/vacode/title16.1/chapter11/section16.1-299/
https://law.lis.virginia.gov/vacode/title16.1/chapter11/section16.1-301/
https://law.lis.virginia.gov/vacode/16.1-269.1/

450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495

= To aschool principal, for the protection of the juvenile, his fellow students and
school personnel.

= A court having the child currently before it, in any proceeding;

= The officers of public and nongovernmental institutions or agencies to which the
child is currently committed, and those responsible for his supervision after
release;

= Any other person, agency, or institution, by order of the court, having legitimate
interest in the case or in the work of the law- enforcement agency;

= Law enforcement officers of other jurisdictions, by order of the court, when
necessary for the discharge of their current official duties;

= The probation and other professional staff of a court in which the child is
subsequently convicted of a criminal offense for the purpose of a pre-sentence
report or other disposition proceedings, or by officials of penal institutions
considering his parole or discharge or in exercising supervision over him;

= The child, parent, guardian, or other custodian and counsel for the child by order
of the court.
% Deputies may release, upon request to one another and to other local, state or
federal law enforcement officers, current information on juvenile arrests.
» Such information may only be used for current investigation purposes

only and not for creation of new individual files or records.

= To a Court Services unit authorized diversion program.
% Law Enforcement officers may prohibit a disclosure to such program to
protect a criminal investigation or intelligence information.

Release of Juvenile Information to the Media
o See RR 1-13, Media Relations.

Expungement of Juvenile Arrest Records are explained in detail in Section 16.1-306, the

Code of Virginia.

o Juveniles who have been subject of a delinquency or traffic proceeding and found
innocent or the charge was dismissed may file a motion requesting destruction of all
records pertaining to such charge.
= Upon receipt of such order by the court, all records involving the incident shall be

handled in strict accordance to the order.

Applicability

o These rules/regulations/statutes are applicable to originals, copies, and manual or
automated criminal history information records which are used, collected, stored, and
disseminated by the York County Sheriff's Office.

o Provisions of the rules and regulations of this policy, applicable to adult arrest
information do not apply to:
= Court records of public criminal proceedings.
= Posters or lists for identifying fugitives or wanted persons.
= Criminal justice intelligence information.
= Criminal justice investigative information.
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= Nothing in these rules and regulations shall be construed as prohibiting the York
County Sheriff's Office from disclosing to the public, in accordance with RR 1-
13, Media relations, and applicable laws factual information concerning:
¢ Criminal incident data,
% Adult arrest information,
¢+ Traffic accident/charge information.

Retention of Non-Arrest Criminal Justice Information Records

o Criminal justice information records shall be retained and/or disposed of in
accordance with:
= Applicable laws under the Code of Virginia, or
= Based on retention schedules established by the Library of Virginia.
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