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Notable Headlines

China Wants to Write the Tech Rules for 5G. Experts Say That’s a Big Problem
l A Look at How 150 Governments are Planning to Use ARPA Funds
l The biggest threat to Medicare you've never even heard of
l Senate issues rebuke of Biden's workplace vaccine mandate
l Bill wants companies to reveal algorithms and data used to build AI
l Court Rejects Trump Bid to Block Records From House Jan. 6 Panel
Follow the money: Private equity's climate footprint gains focus
Strategic look: Concepts for Coercive Economic Statecraft on China
Critical news: NORAD Debriefs Bay County Chamber on Santa tracking efforts
l

Budget & Appropriations
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Congress clears Schumer-McConnell debt pact (POLITICO)
The Senate passed a one-time loophole Thursday night to empower Democrats to raise
the debt limit on their own, a major step toward warding off mid-December economic
fallout. The chamber cleared the bill in a 59-35 vote, sending it on to President Joe Biden.
Once signed into law, the measure would give Senate Democrats a free pass to raise the
U.S. borrowing limit in a simple-majority vote, rather than facing the usual 60-vote hurdle to
move legislation forward.
Defense Spending Could Rise, Wall Street Analysis Say (Defense One)
Rising inflation and Congress’ delay in passing a defense spending bill could lead to
Pentagon budget increases in the years to come, analysts say. It’s an outlook that has
changed dramatically over the Biden administration’s first 10 months in office. One year
ago, analysts and defense watchers predicted a flat-at-best spending scenario for the
Pentagon. But that has changed as Congress has signaled its willingness to increase the
Pentagon’s fiscal 2022 budget request amid a desire to keep the U.S. ahead of China’s
military developments . Three of four Pentagon oversight panels added tens of billions of
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dollars to the Biden administration’s $715 billion Defense Department spending request.
(The request totals $740 billion when defense-related spending at other agencies is
added.)
FY22 defense bill puts a target on F-35 cost, with procurement hanging in the balance
(Breaking Defense)
The latest version of the fiscal 2022 defense policy bill hammers the F-35 program,
imposing cost constraints and forcing the Pentagon to release control of the program to the
military services by the end of the decade. The new FY22 National Defense Authorization
Act, which was passed by the House on Tuesday night and is most likely the final version
of the bill, marks a sea change for Congress with regards to the notorious stealth plane.
Lawmakers have typically argued for increases to F-35 procurement, even as they sought
more information concerning the program’s cost and schedule. This year, however,
legislators have sunk their teeth into the program, inserting language that could clamp
down on procurement of the jet post-2028. The NDAA blocks the US Air Force, Navy and
Marine Corps from buying the full number of F-35s planned in current programs of record
unless the cost of sustaining the jet meets the services’ self-defined targets.

Aerospace & Defense

How the US Military Could Mobilize If Russia Invades Ukraine (Military.com)
U.S. paratroopers landing in the Baltics, Army cavalry and artillerymen convoying in from
Germany and an armored brigade massing its forces. Those are some of the moves U.S.
European Command could make to shore up NATO's eastern flank if Russia invades
Ukraine, analysts say. There also will be pressure on NATO to activate its little-used quick
reaction spearhead force, a unit created in response to Russia's 2014 intervention in
Ukraine, to showcase allied unity. "This (NATO) force was built for just this kind of crisis,"
said John R. Deni, a European security expert at the U.S. Army War College. "It's a force
representative of many of the allies. So to not use it now, frankly, risks undermining NATO
solidarity."

This Air Force Targeting AI Thought It Had a 90% Success Rate. It Was
More Like 25%

Calls Grow Urgent for Improving Guam’s Missile Defenses (DefenseOne)
The tiny U.S. territory of Guam would play an outsized role in a U.S. war in the Pacific—
and that’s why the Pentagon must urgently improve the island’s missile defenses, current
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and former military officials said Tuesday. “The reality is we have to defend Andersen [Air
Force Base], the submarine base, and more broadly Guam, and that investment is clearly
called for in this year's” National Defense Authorization Act, Mark Montgomery, a retired
rear admiral and former director of operations for U.S. Pacific Command, said at a Missile
Defense Advocacy Alliance livestream event. “I tell you who's not delaying in their
development of capabilities and capacity: that's the Chinese. And every year we delay
makes the problem harder and the solution more expensive. So, we really need to get on
that this year.” Creating a comprehensive missile defense for Guam has been U.S. IndoPacific Command’s top funding priority for nearly four years, said Marine Lt. Gen. Stephen
Sklenka, the command’s No. 2 officer.

The Air Force’s top civilian wants a drone wingman for the B-21 bomber

Officials say US Army armored brigades need a stronger network (C4ISRNET)
The U.S. Army’s network, key to allowing soldiers to communicate and share data, is not
adequate for armored brigades and their personnel, according to armored operators in the
field. Now, the service is taking steps to address the issue, readying for a pilot program in
2022. Army network officials converged here last week to discuss needs for the newest
batch of network technology and meet with industry. “If I can leave you with one thing to
take away, it would be survivability. What I’d say about our current network is that our
current network that I have deployed at the brigade level doesn’t support that,” Maj. Todd
Donaldson, 2nd Armored Brigade Combat Team, 3rd Infantry Division S6, said during the
Dec. 2 technical exchange meeting.

New National Defense Strategy to Be Released Early 2022

Advanced Technologies

DOD to Hire First-Ever Chief Digital and Artificial Intelligence Officer, Form New Office
(NextGov)
The Defense Department will hire its first chief digital and artificial intelligence officer and
formally establish a new office under their purview—by next summer—via an
organizational restructure it deems necessary to advance data and technology integration
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and innovation across its massive enterprise. That to-be-selected executive, the CDAO,
will report directly to Deputy Defense Secretary Kathleen Hicks, according to a memo
published on Wednesday. Once the office is formed, the senior official will supervise and
support the meshing of all data-centered and AI-aligned work led by the Defense
Department’s Joint AI Center, office of the chief data officer and Defense Digital Service.
“The intent here is not actually to create a new management layer—it's to shift the
organizational construct to get greater integration and unity of mission, so that we can
move faster and farther in the face of digital and AI innovation. So what that means in
practice: the CDO, DDS and JAIC are each going to report up to the CDAO and create a
tech stack that lets us integrate data, software and AI,” a senior DOD official told reporters
on a call ahead of the announcement. “The goal there is to optimize their value and try to
consider them more holistically.”

Can companies police the biases found in artificial intelligence?

NIST Outlines Request for Information Toward a New Cybersecurity Framework (NextGov)
The National Institute of Standards and Technology is preparing to again update a
document that has long been at the center of federal cybersecurity policy with a request for
information expected early next year, according to officials from the agency. NIST’s
Cybersecurity Framework has only been updated once since it was published in 2014. But
with the evolution of large-scale cyberattacks affecting the federal enterprise over the last
year, as well as the emergence of new technologies, has the agency revisiting the
landmark document. “It's no surprise to anybody here, we're operating in a very dynamic
environment,” said Kevin Stine, chief of the applied cybersecurity division of NIST’s
Information Technology Laboratory. “There are plenty of opportunities for us to improve the
cybersecurity framework based on the changing threat landscape, based on evolutions of
technologies and the different practices capabilities we all are trying to leverage and take
advantage of, and really—I'd say almost just as importantly—based on the experiences of
organizations that have used the cybersecurity framework.”

China Will Soon Lead the U.S. in Tech

Atlas 5 rocket launches two Space Force satellites for tests of advanced technology (CBS)
A United Launch Alliance Atlas 5 rocket boosted two Space Force satellites into orbit
Tuesday in a billion-dollar mission featuring a variety of high-technology payloads,
including nuclear detonation detectors and a NASA high-speed laser communications
system. Also on board was a joint NASA-U.S. Naval Research Laboratory ultraviolet
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telescope to help scientists learn how to predict solar storms that release torrents of
charged particles that can damage spacecraft electronics and expose astronauts to high
levels of radiation. Powered by a Russian RD-180 first stage engine and five strap-on
solid-propellant boosters, the Atlas 5 roared to life at 5:17 a.m. EST and vaulted away from
pad 409 at the Cape Canaveral Space Force Station atop a brilliant jet of flaming exhaust.

Military Installations & Communities

Barksdale, Fort Polk score big budget wins in the U.S. House passed
defense spending bill

Hanscom team members honored with DOD, Air Force awards (USAF)
In November, multiple Hanscom-based teams and individuals were recognized for
excellence in leadership, acquisition, engineering, information dominance, and safety.
Winners included representatives of the 66th Air Base Group, the Command, Control,
Communications, Intelligence and Networks Directorate, and the Digital Directorate, all
headquartered here. Awards were at the Office of the Secretary of Defense, Air Force
Materiel Command, and Air Force Life Cycle Management Center levels. From the 66th Air
Base Group, Shaun Bassett was recognized as the AFMC and AFLCMC Safety Civilian
Professional of the Year. As the Hanscom Occupational Safety and Health Manager during
fiscal year 2021, Bassett managed a $5 billon occupational safety program for over 10,000
Guard, Reserve, and Department of Defense civilian personnel across a seven-state
region. He led his team of safety professionals through successful inspections, improved
training programs, and secured $27,000 of additional safety training funds, allowing for 49
additional training courses totaling 664 hours for the safety team, all in an effort to preserve
combat capabilities and resources, and to protect lives.

After Years of Delays, Congress Prepares 2-Year Deadline for Pentagon to
Finish Testing for ‘Forever Chemicals’

House OKs ‘National Defense Authorization Act’ that supports Travis, other military bases,
operations (Daily Republic)
The House of Representatives voted Wednesday to pass the “National Defense
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Authorization Act for Fiscal Year 2022” by a bipartisan vote of 363-70 with local Rep. John
Garamendi playing a role in its passage. Garamendi, D-Walnut Grove, as chairman of the
House Armed Services Subcommittee on Readiness, authored the Readiness
Subcommittee’s provisions in the final bill. The annual legislation supports all aspects of
the U.S. military, according to a press release from Garamendi’s office, including all
personnel, installations and equipment for national defense. The legislation now heads to
the U.S. Senate, which is expected to also pass the bill and send it to President Joe
Biden’s desk to be signed into law.

Five Virginians are among the new NASA Astronaut Candidate Class

Homeland Security

ACLU Calls for Halt of Homeland Security’s Use Of Facial Recognition Technology
(NextGov)
The American Civil Liberties Union issued an open letter rebuking the Department of
Homeland Security’s use of artificial intelligence to collect biometric facial recognition data.
Specifically referencing Homeland’s Science & Technology Directorate’s public information
collection request, the civil rights advocacy group said it stands against DHS’ efforts to use
facial recognition technology in law enforcement procedures. It underscores biometric
technology’s potential to lead to racially-motivated arrests and investigations based on
inaccurate and discriminatory algorithims. “An expanded apparatus of facial recognition
technology makes possible a totalizing and inescapable network of mass surveillance,
which poses irreconcilable threats to constitutional freedoms including freedom of
association and speech, due process protections, and privacy,” the letter read. “Any
expansion of DHS’s use of facial recognition technology is untenable and dangerous.”

Dept. of Homeland Security Taps Rutgers to Combat Targeted Crowd
Attacks

DHS asks for public input on preventing family separations at border (Axios)
The Department of Homeland Security (DHS) has asked the public for input on how to
prevent future administrations from separating families at the border, the agency

mhtml:file://I:\~BOS_WEEKLY_INFORMATION\2021\December 10, 2021\Regional C... 12/10/2021

Executive Insight Brief

Page 9 of 15

announced on Thursday. Why it matters: The Trump administration's "zero-tolerance"
policy led to almost 4,000 children being separated from their parents from July 1, 2017, to
Jan. 20, 2021. Many have been since been reunited with their families, but an estimated
1,443 children are still separated, per Axios' Oriana Gonzalez. The big picture: In February,
President Biden established the Task Force on the Reunification of Families to help reunite
families. The task force has reunited 63 families, bringing the total of reunited children to
2,234.

DHS Redefines ‘Cybersecurity Incident’ in Directives for Surface
Transportation

Cybersecurity Pros Uneasy Over Prospect of Quantum Sneak Attack (TechNewsWorld)
Four out of five cybersecurity pros are fretting over the potential for a sneak attack by an
adversary with a quantum computer that will render the encryption on their data ineffective.
That was one of the findings in a global survey released Tuesday of more than 600
cybersecurity professionals conducted by Dimensional Research for Cambridge Quantum,
a quantum cryptography company that recently became part of Quantinuum. “There’s a lot
of fear in the cybersecurity community,” observed Duncan Jones, head of quantum
cybersecurity at Cambridge Quantum. “There’s been a steady increase in sophisticated
cyberattacks so people are nervous that something is going to arrive unexpectedly that will
render existing defenses insufficient,” he told TechNewsWorld. “Cryptographic algorithms
are usually formed around math problems,” he explained. “The problems are easy to solve
if you know what the key is, but impossible to solve if you don’t know what the key is.”
“Unfortunately, the algorithms that we use today use math problems that quantum
computers will be able to solve even if they don’t have the key,” he said. Quantum
computers can process data much faster than most computers today because they use
qubits to crunch data, which are not limited to zeroes and ones.

Transportation & Infrastructure

'We've often been viewed as expendable:' Failed infrastructure is to blame for Honolulu's
water crisis (CNN)
Sagging highways that choke off business. Old power grids that break down and plunge
entire cities into darkness. Lead water pipes that sicken people who use them.
"Infrastructure" might sound like a vague, borderline meaningless word, but the dilapidated
state of US infrastructure -- of the country's roads, bridges, internet services, water pipes,
public transit and on and on -- has made many people's quality of life decidedly worse. It's
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impossible to overstate the severity of the issue. Consider what's happening in Hawaii.
Just last week, the state's Department of Health ordered the Navy to take immediate action
to clean the drinking water at Joint Base Pearl Harbor-Hickam, following the discovery of a
petroleum leak at the Red Hill Bulk Fuel Storage Facility, near Honolulu. Built during World
War II, the aging facility has been a source of anxiety for residents and activists for years.
It sits a mere 100 feet above the Red Hill aquifer, which supplies drinking water not only to
the Navy base but also to other parts of Hawaii. "Places like Hawaii and Guam and
Okinawa and Puerto Rico are treated as marginal, as if we can be sacrificed," Kyle
Kajihiro, a lecturer in geography and ethnic studies at the University of Hawaiʻi at Mānoa,
told CNN. "This is why residents see this pattern of environmental destruction and
contamination."

Why Land O’Lakes’ CEO pushed so hard for rural broadband in the
infrastructure bill

Why it's so important to shore up America's transportation infrastructure (Fox)
From gas prices to grocery bills, global supply chain disruption and domestic labor
shortages continue to ripple across America. The historic deficit of nearly 80,000 truck
drivers in the U.S. – a 30% increase since the pandemic began – inadequate
transportation infrastructure and other factors, including overwhelmed West Coast U.S.
ports and shutdowns at overseas ports, are affecting all Americans. This is all harmful to
American consumers and threatens the U.S. economy. It has caused some to reevaluate
the risks of just-in-time inventory systems. In October, a record-breaking 100 container
ships were stuck at the ports of Los Angeles and Long Beach – a figure more than five
times higher than the pre-COVID average. Looking forward, I am also proud of the
bipartisan effort to build on our work in the previous administration through the recently
signed infrastructure bill. The enacted legislation will invest roughly $330 billion in
infrastructure for roads, bridges, transit, ports and airports.

Transportation Alternatives, Via release new street design concepts to
reclaim car space in New York City for people and public transit

TSA Issues Cybersecurity Rules for Transportation Sector (National Law Review)
On December 2, 2021, the US Department of Homeland Security’s (DHS) Transportation
Security Administration (TSA) announced two new Security Directives and additional
guidance for voluntary measures to strengthen cybersecurity across the transportation
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sector. These follow a pair of Security Directives from TSA, on May 28, 2021, and July 26,
2021, imposing a variety of cybersecurity requirements (technical and administrative) on
the 100 TSA-designated “most critical” pipeline owners/operators. The Biden
administration does not appear to be taking its foot off the gas any time soon, particularly
when it comes to the cybersecurity of critical infrastructure. Media reports indicate a draft
blueprint is currently being circulated by the White House seeking to enhance the
cybersecurity of US water utilities, too.

Biotechnology & Healthcare

In the long war against COVID, this Waltham biotech is designing a way to fight all variants
(Boston Globe)
The Omicron variant has driven home the reality that COVID-19 may be with us for a long
time. But if one of New England’s leading biotech thinkers is right, there could soon be a
new way to fight it. The day after Thanksgiving, as reports of the variant were circulating,
Tillman Gerngross’s team at Adagio Therapeutics ran a test that suggested the company’s
experimental antibody treatment, which is still in clinical trials, would work against Omicron.
There’s a much bigger idea at stake: The therapy is designed to work against all variants
of the coronavirus, and also could help prevent disease. Whether it will or not remains to
be seen — it is very early. But with questions swirling around how effective vaccines and
treatments will be against Omicron and future strains, it’s a key moment for Adagio, which
has positioned its antibody drug as a supplement to existing options.

Utah prison audit finds ‘systemic deficiencies’ in healthcare treatment

House Passes Bill to Delay Medicare Cuts, PAYGO Reductions (Home Health Care News)
Home health stakeholders that have been on pins and needles about the return of possible
Medicare cuts saw the first step toward securing further delay on Tuesday. By a vote of
222-212, the U.S. House of Representatives passed a bill that delays 6% in Medicare cuts
set to go into effect Jan. 1. Specifically, the bill seeks to press pause on the 2%
sequestration reduction beginning in January, instead enacting a 1% cut starting in April
and a 2% cut starting in July. On top of that, the bill defers scheduled PAYGO reductions
until 2023. PAYGO reductions can mean up to a 4% cut for home health agencies and
other Medicare providers. Organizations such as the National Association for Home Care
& Hospice (NAHC) have applauded the House’s passage of the bill. NAHC is now urging
the Senate to do the same. “NAHC commends the House for coming together to address
these backward rate cuts,” Bill Dombi, president of NAHC, said in an email statement. “We
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now encourage our friends in the Senate to follow suit and swiftly pass this bill so homebased care providers across the country can continue to serve their communities without a
major payment reduction imminently looming over their heads.”

CVS says sales will accelerate as it offers more health-care services, builds
on pandemic gains

Maine National Guard Called on to Help Healthcare Facilities (NBC)
Members of the Maine National Guard are being deployed to health care facilities around
the state starting next week. Governor Janet Mills announced the activation of about 75
members of Maine’s National guard during a Maine CDC briefing earlier today. She says
this will expand and support the health care system’s capacity to treat patients in reaction
to recent spikes in Covid 19 infections across the state. “So beginning next week, running
through the end of January we’re deploying as many as 75 national guard members in
basically, non-clinical support roles, patient transport, food services, etc. Which, deploying
them to health care sites, such as some nursing facilities, so that those facilities, can then
accept patients who are waiting to be discharged from hospitals, where there is just no
place for them to go right now. Enhancing those facilities abilities to accept more patients
will relieve the bottleneck that will then allow hospitals to provide more inpatient care for
more people with Covid 19 and other serious health problems” says Mills.

Climate & Development

How will humanity endure the climate crisis?
As told by a sci-fi author

New artificial intelligence tool detects most common climate falsehoods (WaPo)
After nearly five years of development and tweaking, John Cook and his colleagues
debuted their project: a machine-learning algorithm that can detect climate misinformation
on the Web. The algorithm sounds like science fiction: It “reads” sites and flags those with
claims presenting false or misleading information about climate change science and
solutions. But something ironic happened around two weeks after the software was made
public in Nature Scientific Reports. The algorithm detected a blog post about its own
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methods, attempting to discredit them. “It’s quite funny. It was kind of a bit of a meta
moment,” said Cook, a research fellow at the Climate Change Communication Research
Hub at Monash University in Australia. The team programmed the artificial intelligence to
detect false claims in five categories: global warming is not happening; human generated
greenhouse gases are not causing global warming; climate impacts are not bad; climate
solutions will not work; and climate science and scientists are unreliable.

An International Institute Will Help Us Manage Climate Change (Scientific American)
This has been quite the year for climate science. Extreme weather events made headlines
year-round, including exceptional heatwaves, floods, and fires driven by droughts. Two
leading climate scientists, Suki Manabe and Klaus Hasselmann, won the 2021 Nobel Prize
for Physics. World leaders finally came together in Glasgow for the COP26 meeting. There
is little doubt that human-induced climate change is an imminent threat, and the pressure
to act is mounting on government and industry. And yet all our plans to mitigate and adapt
have one glaring omission: They are not based on the best possible scientific predictions.
This is not because we don’t understand the physics of climate change. Instead, the major
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obstacle is, rather embarrassingly, lack of human and computing resources. Today’s
climate models are developed and maintained by scientists at national institutions that do
not have the budgets to develop these models to their full potential. They do not have
computers that are powerful enough to run the models at high resolution. As a result,
current-generation climate models suffer significant shortcomings and uncertainties.
Why the next big entrepreneur must come from climate tech (TechCrunch)
If you don’t reduce carbon in your portfolio and in your business, you will become a
dinosaur. Several stakeholders are coming together to create a financial groundswell.
Pensions and endowments are under increasing pressure to divest from fossil fuels.
Shareholders are moving away from the likes of Royal Dutch Shell and Exxon, while more
than 70 ESG/energy transition companies have gone public via SPACs and IPOs in the
U.S. just in the past 18 months. Out of these companies, I would be willing to bet that 10 or
more will be decacorns and two or three will be hectocorns. For insurance companies, the
natural hazard risk models have broken. FEMA maps are increasingly becoming obsolete;
100-year floods are happening every few years. Fire risk maps need to be completely
redrawn. Having spent most of my adult life on the East and West coasts of the U.S., the
damage is real. If buildings are on fire or underwater, they don’t have much value. We are
discussing these issues with large insurers and the interest is unprecedented. To tackle
the crisis, capital must flood in and even more so than in the past few encouraging years,
during which climate tech VC investment increased 40x between 2013 and 2019. We
already have several multibillion-dollar tech and biotech venture and growth funds; now is
time for several multibillion-dollar climate tech funds globally.
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